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OIDC 7} FAR7IR?

OAuth 2.0 vs OpenlD Connect

OAuth 2.0 OpenlD Connect
{ {
"access_token": "ya29.a0Af...", "access_token": "ya29.a0Af...",
"token_type": "Bearer", "token_type": "Bearer",
"explres_in": 3600, "explres_in": 3600,
"scope": "drive.readonly" "scope": "openid profile email",
} : "eyJhbGciOi..."
}
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OIDC Token?| Claim

OAuth ID Token = OIDC Token

eyJhbGc101JSUzIIN1 .

Header
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"accounts.google.com",
"110248...",
"my-app.example.com",

: 1752537600,
: 1752534000

exp

iat

. STLKXWRJISMeKKF2QT4

Signature
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Usage

Add the following step to your workflow:

— name: Configure AWS Credentials
uses: aws-actions/configure—-aws—-credentials@vl
with:
aws—access—key-id: ${{ secrets.AWS_ACCESS_KEY_ID }}

aws—secret-access—-key: ${{ secrets.AWS_SECRET_ACCESS_KEY }}
aws—-region: us—east-2

For example, you can use this action with the AWS CLI available in GitHub's hosted virtual environments. You can

also run this action multiple times to use different AWS accounts, regions, or IAM roles in the same GitHub Actions
workflow job.
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Z2 GitHub £2 - ZF RP2| Trust Policy?} 2= claimO| CHEL}

¢) GitHub OIDC E=

"iss": "token.actions.github...",
"aud": "sts / pypi / npm",

"sub": "repo:org/app:ref:main",
"repository": "org/app",
"workflow_ref": "publish.yml",
"Job_workflow_ref": "reusable.yml",

"runner_environment": "hosted"

reusableE ™ caller(workflow_ref) +
called(job_workflow_ref)

AWSKRUG < (BHBEAWER

AWS STS

71
(=

=
o

aud - sub

repo-branch& subZ 1H

PyPI
as job_workflow_ref (called)
AH M=l reusables 20l

Ppm
= workflow_ref (caller)
=0t Y IEZ 20 =0l (called 0| HS)
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2} RPQ| Trust Policy - job_workflow_ref 3t claimQ 2 ZZIC}

GitHub E2 claim =] AWS @ pypi [ npm
aud A3 A3 A3

sub H= — —
repository - H= H=
workflow_ref _ _ H=
(caller)

job_workflow_ref — H= 1 E2ES
(called)

environment - AS(SM) AS(SM

job_workflow_ref = &H| AH=l reusable. npm callerZt 211 0| A ot £C} <> PyPl= 0| A2F 2L},
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Workflow €¢|€i{ HEH

Workflow &loi2 O|H&E = U=54 EH
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Reusable Workflow 0|A2] Claim 4= @&

Reusable Workflow £t?

deploy.yml . [\\\] S

SEh= AR AYE (28)

reusable — @=¢°t Zin} AlN| 4l Z10| Ct2LC}

( )

caller.yml reusable.yml
y " o AWS
AX| AHE SRR

\. J
dl _ OIDC E2 reusable — OIDC EZ2
"workflow_ref": "./deploy.yml", "workflow_ref": "../caller.yml",
"job_workflow_ref": "../deploy.yml" "job_workflow_ref": "../reusable.yml"

AWSKRUG < (BHBEAWER
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Ol Cl T 712 QE
Reusable Workflow 0l|A{2] Claim HZ &
22 sub, Ze|l= 483
direct — assume-direct.yml via-reusable
{ {
"sub": "repo:...oldc-cases:ref:refs/heads/main", "sub": "repo:...oldc-cases:ref:refs/heads/main",
"aud": "sts.amazonaws.com", "aud": "sts.amazonaws.com",

"workflow_ref":

L)
L/ .
7l

"Job_workflow_ref":

".../assume-direct.yml@...main"

"workflow_ref":
O 11© = .
"Job_workflow_ref":
".../reusable-assume.yml@...main"

AWSKRUG < (BHBEAWER
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Reusable Workflow 0|AlQ] Claim 3 &%

() L .
7EI-: SUb, 7EI-E‘: 7&!3

» Run TOKEN=$(curl -sSf \
————— 0IDC claims (audience=sts.amazonaws.com) ————-
{
"sub": "repo:3iuy-prog/oidc-cases:ref:refs/heads/main",
"aud": "sts.amazonaws.com",
"repository": "3iuy-prog/oidc-cases",
"ref": "refs/heads/main",
"workflow_ref": "3iuy-prog/oidc-cases/.github/workflows/assume-via-reusable.yml@refs/heads/main",
"job_workflow_ref": "3iuy-prog/oidc-cases/.github/workflows/reusable-assume.yml@refs/heads/main"

}

» Run aws sts get-caller-identity

{

"UserId": "AROAZROFFXQGV4FMYZDVP:GitHubActions",

"Account": "655932898317",

"Arn": "arn:aws:sts::655932898317:assumed-role/krug-oidc-a-safe/GitHubActions"
}
————— reading s3://krug-oidc—-a-target-20260704085259827100000001/1o0t/fake-secret.txt ————-
KRUG-LAB DUMMY SECRET — if you can read this via web identity, the pivot worked.

AWSKRUG < (EHBEMWER



|dP Kix|| £ QF

AEXI7L LA - 2| 27}
Platform 22z

CVE-2026-49478 Fulcio
JWKS X2t = EZ 2=

HXMASE claim spec
AH|=l org/repo O| & MH

7|& B3O sub 55

GitHub Changelog 2026-04-23
Immutable sub claim

/>

AWSKRUG < (BHBEHER

23



ARC + EKS IRSA 2t30j|A2] OIDC Claim
ol

IdP 2| Token Spec L £ Qlst A

Deploying Self-Hosted GitHub Runners on
Kubernetes (EKS) with a Custom Docker
Image

3 Daniel Kotev 07.05.2026

Create an IAM role and attach it to a Kubernetes service account:

apiVersion: vl
S Github Action 0[AM A+&5}H
anespace: NWESPACE Trust Policy 7} 2t S&Fent?

annotations:
eks.amazonaws.com/role-arn: arn:aws:iam::${accountid}:role/role-name

AWSKRUG < (BHBEAWER



ARC + EKS IRSA 2t30j|A2] OIDC Claim

Github Action 2} EKS IRSA 7t OIDC Token claim A3 X}0j

() GitHub Actions EKS self-hosted 2L
() GitHub OIDC EZ EKS IRSA E2
{ {
"iss": "token.actions.githubusercontent.com", "iss": "oidc.eks.ap-northeast-2../id/..",
"sub": "repo:3iuy-prog/oidc-cases:ref:../main", "sub": "
"aud": "sts.amazonaws.com", "aud": "sts.amazonaws.com",
"workflow_ref": "./assume-via-reusable.yml", "kubernetes.io": { namespace - pod - sa }
"job_workflow_ref": "../reusable-assume.yml"
} X "workflow_ref" > =2
X "job_workflow_ref" > S
}
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ARC + EKS IRSA 230 A2] OIDC Claim

Github Action 2} EKS IRSA 7t OIDC Token claim A3 X}0j

————— (1) GitHub 0IDC token — carries job_workflow_ref (Case A SAFE axis) ——

GITHUB_SUB: repo:3iuy-prog/oidc-cases:ref:refs/heads/main

GITHUB_WORKFLOW_REF: 3iuy-prog/oidc-cases/.github/workflows/irsa-transfer-attacker.yml@refs/heads/main
GITHUB_JOB_WORKFLOW_REF: 3iuy-prog/oidc-cases/.github/workflows/irsa-transfer-attacker.yml@refs/heads/main

————— (2) EKS IRSA (SA) token — NO job_workflow_ref, only sub=SA ———

TRSA SUB: svstem:serviceaccount:arc-runners:arc-runner-sa
IRSA HAS JOB _WORKFLOW _REF: NO
AWS ROLE_ARN: arn:aws:iam::655932898317:role/krug-oidc-b-runner-irsa
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ARC + EKS IRSA 230 A2] OIDC Claim

“sub” ZE=0j|M AHEE|= SA - Trust Policy HIA AlEE|= SA

————— (2) EKS IRSA (SA) token — NO job_workflow_ref, only sub=SA ———-

IRSA_SUB: system:serviceaccount:arc-runners:arc-runner-sa
IRSA_HAS_JOB_WORKFLOW_REF: NO

AWS _ROLE_ARN: arn:aws:iam::655932898317:role/krug-oidc-b-runner-irsa

"Statement": [
{
"Effect”: "Allow",
"Principal”: {
"Federated": "arn:aws:iam::123456789012:0idc-provider/$oidc_provider"
s
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"$oidc_provider:aud": "sts.amazonaws.com"
"$oidc_provider:sub":] "system:serviceaccount:$namespace: $service_account”

¥
}
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ARC + EKS IRSA 2t30j|A2] OIDC Claim

SA T2l = “sub” 2=t X8 E 0[&80dHl SA E Workflow runner 23

deploy-workflow-sa [ AWorkflow | prod-deploy-sa readonly-sa

{ { {
"aud": ["sts.amazonaws.com"], "aud": ["sts.amazonaws.com"], "aud": ["sts.amazonaws.com"],
"iss": "https://oidc.eks. "iss": "https://oidc.eks. "iss": "https://oidc.eks.
ap-northeast-2.amazonaws.com ap-northeast-2.amazonaws.com ap-northeast-2.amazonaws.com
/id/AA52B6 ... ", /id/AA52B6 ... ", /id/AA52B6 ... ",

"sub": "system:serviceaccount: "sub": "system:serviceaccount: "sub": "system:serviceaccount:
arc-runners:deploy-workflow-sa", arc-runners:prod-deploy-sa", arc-runners:readonly-sa",

"kubernetes.io": { "kubernetes.io": { "kubernetes.io": {
"namespace”: "arc-runners", "namespace": "arc-runners", "namespace"”: "arc-runners",
"serviceaccount": { "serviceaccount": { "serviceaccount": {

"name": "deploy-workflow-sa" "name": "prod-deploy-sa" "name": "readonly-sa"

} } }

} } }

} } }
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ARC + EKS IRSA 2t30j|A2] OIDC Claim

XS5 E IRSA XiAM[7F ARC Of| A= & etst IdP 7f Ot

5
) oivc2 w3 AWS STS
GitHub OIDC ! ARC Runner Pod v |
|dP - E2 YZXt i id-token: write
I
N XHE et IAM Role

AAl2 ARC EEot Github OIDCE AlE¢t Qo0
Github OIDC Token A™ s{{ A&k |

I
HO
=i

AWSKRUG < (BHBEAWER

Deploying Self-Hosted GitHub Runners on
Kubernetes (EKS) with a Custom Docker
Image

‘ Daniel Kotev 07.05.2026

OIDC flow 7| 2|5 0ljA= & HO|X| gfoO =
ME| H|elS 1ol &8st AxX MY EHQ

29



3.0IDC2| Z#0| ZHOZ 0|0fX|= AH

SA 2= RoleS LI+H

Role ZHE|= O{=A| 810F 31 R?

AWSKRUG x (ghHoam ="

Role &c|= 012 4| 5LtR?
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ArgoCD< ofLte| S2{AH 2|0M of2] App=S HiZEotC}

% OfCHHRZEoL7| flet #eto] EefX| =0, 7| =82 IRSA +dL 2= 0| = tiSe =+ 8l

O » g

bt Cl Runner Artifact ArgoCD
GitHub HIC ECR GitOps

sync (H{Z)

___________________________________________

EKS Cluster !
@ @ l J
app:a appeb : IAM Role
SA SA '
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4. EKS ArgoCD 0f|A{2| st 22
H X &l 232 E S} @ HE|H

MOIEl 2 JCf2 Wi — A3 YIREE T SAT CH2 o A3 IriE PieC)
i otM o|O|X| - 2o|™ PR - EFF| A™ \
Gitof| attacker-app CHLITA E 37t

ArgoCD+= Git6

\ v I J
» » %
bt > Cl Runner g Artifact g ArgoCD

GitHub HlIC ECR GitOps
sync (H{Z) )

. AWS {

| e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e = =

I Il \l

1+ EKS Cluster |

. . Y

L N K\ 2 oo = of 23} 3=

! @ @ © SR SA—> BE Y A 25 o

L app-a app-b attacker-app : IAM Role

L SA SA SA :

o \ J o

| : shared-sa (2§ :

| |\ ,l
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ST SA— EZX BHLE 22 M

attacker-app2| OIDC subz} Trust PolicyZ} &2l I 2EQl 5L

OIDC E2 (attacker-app) Trust Policy (S5 subgt pin)
// attacker-app pod - 0IDC token // role: krug-abac-sl-shared - Trust Policy
{ {
"aud": ["sts.amazonaws.com"], "Effect": "Allow",
"iss": "https://oidc.eks..../id/<ID>", "Principal": { "Federated":".../oidc-provider/
"kubernetes.io": { oidc.eks..../<ID>" },
"namespace": "apps", "Action": "sts:AssumeRoleWithWebIdentity",
"pod": { "name": "attacker-app-..." }, "Condition": A{
"serviceaccount": { "StringEquals": {
"name": "shared-sa" "...:aud": "sts.amazonaws.com'",
} "...:sub": "system:serviceaccount:apps:shared-sa"
b, }
"sub": "system:serviceaccount:apps:shared-sa" }
} }
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H HE = ZES ofY| ?let 2= Rolel| A7} =0}

External Secrets
DEHYAHO[AL A|ZE Het

O

AWS LB Controller 1 ) :'
N - HIOF MY /HE no HES :
ST ?i— E'l role confused deputy | 22 SAN|A O|ol HL=

—> =210 R

Image Updater Pﬂ-ljgfoDlRE/EE\éiOil‘xﬁ'%rl | A&l AF AWS Cloud A
K| AE2| MK o|o|X] B T s == |
|

. J |\ _______________________

ACK ZiE=2{
S AWS AMH|A HA| 22|

Crossplane
IAM 22t AWS QI 2t M| TZ2H|N'
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4. EKS ArgoCD 0f|A{2| st 22

ol 8 — SAEE LI+ Ifol| 7} ZH2| ElC}

o re] :
2t YIRCO| M SA - HE role - Xp7| ABHA (111, HAA) — St A= 7 sfLiat
CIE e SA ML role (XI7] Hetat)
app-a N . app-a-sa - app-a-role - bucket-aft
bucket-a 17| 22 sub: system:serviceaccount:apps:app-a-sa HME role - Z[A@ol
app-b N - app-b-sa - app-b-role - bucket-bfTt
bucket-b &17| E& sub: system:serviceaccount:apps:app-b-sa ME role - Z[a@ot
External Secrets 6s-sa es-role - T o4 A|=aloh
AMIAS Q7| ER > . . : . . > .
sub: system:serviceaccount:apps:es-sa HME role - XAt
4 ) - N r
attacker-app
3t 2H0{0f 3t — attacker-sa — & role 812 > DENY
—— H = sub: system:serviceaccount:apps:attacker-sa
N J N
\_ J
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- | —-—
30| RoleO] 7lot8 4= S0t}
M2 SA=SAOICE ML role. Y& 3 role X 24 (DEV/STG/PRD) 3 = 8tLI0H| 9 role

Application Role &= (X9) AWS A|X stE
10 90 o=

M ~12070H 7|2 otx, ~1,1007HH At
50 450 o=

Xt H2 role 47} OfL|C}
100 Trust policy 27((8,192X}) - A™EE OIDC provider(7007H)7F HA E{ZIC}
120 1,080 712 1,000 =1}

~ Mt M2 role 370 (Y - External Secrets - &)

500 4,500 alk: X &7 37 (DEV / STG / PRD) = ¢ &Ltoj| 9 role
1,000 9,000 %It 10,000 28
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ol & — role 5Lt + ABAC M|MEjO =

Ml SAE Z2 role0| Pod Identity association. =22 AM|ME}

HAEE SA
app-a

sub ..:apps:app-a

app-b

sub ..:apps:app-b

role 17l (Pod Identity)

attacker-sa

sub ..:apps:attacker-sa

AWSKRUG < (BHBEHER

role 174

krug-abac-s3-abac

Pod Identity + ABAC
NME T (SA)Z M2 A2

MMEfOz 23

, bucket-a
obj tag = app-a

, bucket-b

obj tag = app-b

.| (EH=2X])

attacker > DENY
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SA7} “sub” 20|22, SAZ ABAC HM E0]

SAZIOZ M 7HsSh 2| A AT HEEX| =2 ABAC MM M7

I (role 171 - MIMEjOZE Z &)

ABAC A3l MdxH CIE = bucket-a bucket-b

// role: krug-abac-s3-abac - GetObject app-a ALLOW DENY

"Condition": { "StringEquals": { app-b DENY ALLOW
// © SA EjO = A ef3 (OHE M)
"s3:ExistingObjectTag/kubernetes-service-account":

"${aws:PrincipalTag/kubernetes-service-account}",

attacker-sa DENY DENY

Fo0| k=011, 7

s

S MotsiLt

h

// @ SE SA AZ- HiX| (HIEA] 2 pin)

n 1 ; n n n XS (EKS7} =)
aws :PrincipalTag/kubernetes-namespace": "apps",
. . « SA-NS-cluster Ef 3 ¢ e trust: sts:TagSession
" . _ _ "o
aws :PrincipalTag/eks-cluster-arn - + pod 1% 271 S
"arn:aws:eks: ... :cluster/krug-oidc-b" « claim—El 1 ofm + NS + cluster-arn pin

3
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HIEESR GitHub AWS Trust Policy

=249 workflow &2 20| &= claim A" M= HIS OIDC EE AHS




Workflow 2=

Poisoned Pipeline
ME[ ZARIAE | A

SR BE M

Unit42 OH-MY-DC
DEF CON 32
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PR E2|7{ 13| &4}

fork PR7}
base Hoto = AldH

Valsorda Compromise
Survey - 1871 & 5+

L7} 2t2]|5t= Repository FE| 22| X

Al Z=H| Level Ol MQ] AlZ]

Hash Pinning

@vl > o8 ™MXE

reusable - action2
SHAZ O|1H

tj-actions CVE-2025-30066
23,000+ 2|

x| A Mot 2A]
id-token: write

permissions
AEHO| L=
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Trust Policy &2

RP Level O|A2Q] AlE]

. IIJWT",

: "RSZSGII' { 1 3 1] 11 1"
: "example-thumbprint", Version": "2012-10-17",
: "example-key-id" "Statement": [
{
"Effect”: "Allow",
"jti": "example-id", "Principal: {

"sub": "repo:octo-org/octo-repo:environment:prod",
"environment": "prod",
"aud": "https://github.com/octo-org", }
"ref": "refs/heads/main", ! . . .
"sha": "example-sha", "Action": "sts:AssumeRoleWithWebIdentity",
"repository": "octo-org/octo-repo”, "Condition": {
"repository_owner": "octo-org", "StringEquals": A
dactor ddi's Y121, "token.actions.githubusercontent.com:aud": "sts.amazonaws.com",
"repository_visibility": "private", "token.actions.githubusercontent.com:repository": "my-org/my-repo",
"repository_id": "74", "token.actions.githubusercontent.com:repository_owner_id": "123456789",
jiEpos ttomaener tduaiit o, "token.actions.githubusercontent.com:job_workflow_ref":"my-org/my-
:rumJﬂ";'ff?Tﬂf_“”hlw” repo/.github/workflows/deploy.yml@refs/heads/main",

S e "token.actions.githubusercontent.com:job_workflow_sha":

"run_attempt": "2", " 1
"runner_environment": "github—hosted", e3b0c44298fclcla9athfac8996fh92427ae4led”,

"actor™: "octocat", "token.actions.githubusercontent.com:runner_environment": "github-hosted",
"workflow": "example-workflow", "token.actions.githubusercontent.com:environment": "production"
"head_ref": "", },
"base_ref": "", "StringlLike": {
"event_name": "workflow_dispatch", "token.actions.githubusercontent.com:sub": "repo:my-org/my-repo:x*"
"repo_property_workspace_id": "ws-abc123", +
"ref_type": "branch", }
"job_workflow_ref": "octo-org/octo—automation/.github/workflows/oidc.yml@refs/ }
heads/main",
"iss": "https://token.actions.githubusercontent.com",
"'nbf": 1632492967, }
"exp": 1632493867,
"jat": 1632493567
+

"Federated": "arn:aws:iam::<ACCOUNT_ID>:oidc-provider/
token.actions.githubusercontent.com"
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4, 2| 91 S gtol

L 2" 11 1 —
IdP Level = 21& S2Ate| £[& MM HA Al & X
GitHub — IdP claim Z3}
Immutable sub claim
2026-04-23 WE - 07-151 Al T K=
subOll 2 owner-repo ID &/ — =X JALS & F| KFTh 15 A|E™ A 2 ZRE HEL
repo_property_% claim

2026-03-12 public preview
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Inmutable Actions / Releases

Releases GA 2025-10 - Actions preview

Release X}AH-Ef

Z=X: AWS What's New -

=2 GA. actionE OCIE = A|A|SH= Immutable Actions= O preview.

|IAM condition-keys-wif - github.blog changelog - github/roadmap (2026-07 7| &)
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STS: GitHub claim native A4S
2026-02-02 GA (XM A8 zZ|™)

job_workflow_ref & 137§ claim2 trust policy condition keyZ Z& A3Z. sub &7|

Pod Identity: Session Policies
2026-03-24 GA

associationOfCE M5t = A (roleNsession). tt session tag?t A< HIEF — ABAC M H &2

Pod Identity: 2AEAA™ - ABAC
2025-06 IZAAE - ABAC 6EHT

IRSA%H @1= native session tag(ns-sa-pod 6&)= ABAC. targetRoleArn A2AA|H H[O|'d.

]Ilﬂ.

s

42






